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1. Background and Rationale

The prevalence of scams is increasing worldwide. A recent report recorded more than a
doubling of fraud attack volumes (2024 Global Fraud and Scams Trends Report | Outseer,
2024). Among the 28.9% growth of crimes in Hong Kong, deception comprises about 80% of
fraud and one-third of all crimes (Law and Order Situation in Hong Kong in 2023 (with
Photos), n.d.). Earlier data show 18743 deception cases in the first half of 2023 alone, with
more than three-quarters related to internet scams such as e-shopping, phishing and
investment frauds (Zhan, 2023). Meanwhile, “recovery scams” have emerged in which
offenders deliberately re-target previous victims by posing as fund-recovery agents, further
compounding the harm experienced by fraud victims (HKCERT Urges Public to Remain
Vigilant against Recovery Scams Impersonating HKCERT | HKPC, 2025).

Scam causes psychological distress like anxiety, depression, PTSD and suicidality, which
often require long-term therapy to recover (Balcombe, 2025). In Hong Kong, Caritas Family
Support Centre reported 20% of victims have had suicidal thoughts and an average loss of
$900000, threatening housing, families and stability (Liu, 2022). Studies and reports
highlight pervasive shame, guilt and self-blame among victims, which can lead to social
withdrawal, reluctance to disclose their experience and delays in seeking support (Team,
2024).

These psychological impacts lead to under-reporting (only 5-10% cases were formally
reported), social withdrawal and unmet needs, especially among youth facing sextortion (7he
Silent Toll of Cyber Scams.: Ending Victim Shaming and Supporting Recovery, 2025). In
Hong Kong's high-cost context, scams exacerbate precarity, straining welfare and mental
health services, positioning them as a public health priority (Balcombe, 2025).

Victims exhibit trauma-typical cognitive distortions and symptoms, solidifying into chronic
shame without psychoeducation which widened the victim-nonvictim gap (SCARS
Psychological Trauma, n.d.). Suicidality data underscore scams' public health urgency while
integrated support like counselling and peer groups can prevent escalation (Liu, 2022).

2. Theoretical Framework
2.1 Scam Types and Psychological Consequences

Four types of scams accounting for almost 98% of scam are suggested in the research by
DeLiema et al. (2022). Each type of fraud causes corresponding psychological consequences:

a. Opportunity-based Scams
This category includes investment, romance, and advance-fee scams. Research shows that
victims may suffer from both tangible distress of financial depletion compounded by the
profound psychological impact of interpersonal betrayal and shattered emotional attachments.

b. Threat-based Scams
Characterised by the threat of government impersonation and extortion, these frauds cause
stress and anxiety. By manufacturing a false sense of urgency and utilising authoritative
personas, scammers trigger an acute stress response in victims. These tactics lead to a sudden
loss of psychological safety and personal agency. Post-scam, this often manifests as
hypervigilance and chronic anxiety towards communications.



c. Consumer Purchase Scams
Including fraudulent products or services, these scams damage the victim's confidence.
Scammers lead victims to believe they are making a high-value, low-risk yet secured decision
using the illusion of exclusive discounts or secure platforms. The trauma lies in the violation
of normalcy, such as the loss of confidence in completing simple tasks like purchasing. Under
the pressure of social comparison, victims internalise their failure and their trust in their own
judgement is diminished.

d. Phishing Scams
These online scams include cyberattacks and the acquisition of personal information.
Scammers lure victims into revealing their personal data on fraudulent platforms through
seemingly harmless links and urgent messages. The simplicity of the scams-often leads
victims to doubt themselves and feel careless. Under social pressure, they may continue to
question their cognitive and digital abilities, resulting in internalized anger and self-blame.

2.2 Card Game Approach

Game-based learning is a concept integrating learning into-gameplay, which usually consists
of “artificial conflict and rules of play” (Plass et al., 2015, p:259). It shows a positive
influence on learners and can facilitate educational outcomes (Rastegarpour & Marashi,
2011). The advantages of a game-based approach lies in the degree of engagement. In their
literature review, Plass et al. (2015) comprehensively analyzed game-based learning, arguing
that this playful experience of study aligns with the existing learning theories from cognitive,
motivational, affective and sociocultural perspectives. They demonstrated that the
educational effectiveness of game-based learning can be higher than other media.

One kind of this approach is educational card games. Empirical studies have illustrated that
they help attain better educational results than traditional methods in different academic
settings (Gutierrez, 2014; Rastegarpour & Marashi, 2011). Such impact is also observed in
the context of social issues. In a study conducted by Camilleri et al. (2025), a card game was
played to teach cyber-safe practice and digital literacy for older adults and digital educators.
More than 90% of them regarded the game as satisfying and the advice provided as useful,
not only extending the effectiveness of educational card games to the aspect of social issues,
but also proving the possibility of implementing across different demographics. Their success
provided critical support for our intervention, which is powerful and non-threatening.

3. Implementation

3.1 Card Game Design

A card game including matching and role-play elements is designed to raise awareness of
post-scam care. Most cards have a coloured border representing one of the four scam types,
which are derived from survey and theorised by DeLiema et al. (2022):

Green: Opportunity-based Scams
Red: Threat-based Scams

Yellow: Consumer Purchase Scams
Blue: Phishing Scams

The game consists of a deck of 76 cards (for examples, see Appendix 1), which include:



e Scenario Cards: 26 cards in total, they describe a real-life scam scenario (See
Appendix 2 for examples) alongside its psychological consequences and symptoms.

e Approach Cards: 50 cards in total (25 unique cards with two copies each), they
provide the techniques for dealing with those psychological consequences labelled on
scenario cards, and can be further separated into three types:

o Symptom-specific Cards: 12 in total and with colours, they deal with specific
scam types and can only be played when the colours match with the scenario.

o General Cards: 8 in total, they have no colour so they can deal with any scam
types and can be played alone in any scenario.

o Additional Cards: 5 in total, they have no colour so they can deal with any
scam types but need to be played together with a symptom-specific card.

In each round of the game, a scenario card is randomly drawn as the target. Each player
draws 5 approach cards to form their ‘hand’ for the card game. The goal of the game is to
match the colour of the approach card to the colour of the scenario card, representing a
correct match of scam scenarios and dealing techniques that support post-scam victims’
emotions and needs. An individual wins if he/she has played all the hand cards

To ensure players understand the content and learn from the game, role-playing is added to
the basic matching game. Upon playing the cards, players need to demonstrate and act out the
specific techniques mentioned on the cards by playing the role of a caregiver. This phase
requires players to interpret the techniques and practice verbal and non-verbal skills rather
than simply matching the cards. (See Appendix 3 for detailed rules and game flow.)

3.2 Recruitment and Workshop

A minimum of 60 participants with no prior scam-related experience will be recruited for the
first phase of intervention. Since the workshop is conducted in Cantonese, participants should
have a proficient level of reading and conversation ability in Cantonese.

During the workshop, a video of instruction will first be played to introduce the game design
and rules. Participants then group together to play the game with a host, who will lead the
game and act as the scam victim to facilitate participants’ demonstration, followed by a short
discussion session for participants to reflect on the game and their takeaways from the game.
Structured questions (See Appendix 4) will be asked to guide the discussion. The estimated
time to finish a workshop is an hour.

3.3 Website

Additional resources are provided on a website designed by the team. It offers supplementary
and in-depth information that cannot be covered in the workshop because of the time
constraints. In addition, practical tips for communicating and interacting with post-scam
victims will be given.

4. Evaluation
4.1 Quantitative Measurement
To measure shifts in perception, we adapted Ward’s (1988) Attitude Toward Rape Victims

Scale (Appendix 5) to create a specialised version for scam victims. This instrument
comprises 17 sub-items across five dimensions, specifically designed to identify changes in



victim-blaming tendencies and empathic response. The scale was validated with 61 students.
The scale items and the statistical results are listed in Appendix 6.

Workshop participants will complete the same scale at three distinct intervals:

1. Pre-test (7,): Attitude before joining the workshop
Immediate Post-test (7,): Measured at the end of the workshop to investigate the
intervention effect on attitude change.

3. Delayed Post-test (7,): Measured seven days after the workshop to evaluate the
long-term retention of attitude change and check for any decline of the effect.

All statistical analyses will be performed using MATLAB R2025a, R 4.5.2 and SPSSAU.
The core analysis procedures are as follows:
1. Descriptive Statistics
Descriptive statistics will be generated for participants' demographic characteristics
and pre-test scale scores.
2. Core Test of Intervention Effect
Repeated measures ANOVA will be used to compare the differences in scale scores
among pre-test and 7-day delayed post-test. Post hoe pairwise comparisons will be
conducted to quantify the immediate and sustained effects of the intervention.
3. Reliability and Validity Test of the Scale
Cronbach's a coefficient will be used to test the internal consistency reliability of the
scale, and confirmatory factor analysis will be applied to verify the structural validity
of the scale, to ensure the stability and validity of the measurement results.
4. Qualitative Thematic Analysis
Thematic coding analysis will be performed on the records of group discussions and
participants' open-ended feedback, to extract core themes such as intervention
acceptability, learning outcomes, and optimization suggestions, which will be
triangulated with the quantitative results.

We hypothesise that the intervention can facilitate a statistically significant increase in
empathy and decrease in victim-blaming attitudes between pre-test and two post-tests. We
expect a slight drop in effect between two post-tests, while the difference between pre-test
and delayed post-test remains robust.

4.2 Qualitative Feedback

Following the card game, a group discussion is conducted to capture participants’ feedback.
This qualitative phase aims to understand the actual experience of playing the game, which
serves for two purposes:

1. ‘Assessing how effectively the game enhanced their awareness and knowledge of the
impacts of scams, and whether the skills and techniques provided can be transferred
into real-world caregiving scenarios.

2. Collecting opinions regarding game mechanics and workshop flow to refine the
intervention for future cohorts.

5. Future Plan

5.1 Finished Works



Two pilots were conducted to systematically test the game mechanics, instructions, and
participants’ reaction during the game. Participants highlighted several strengths:

1. High engagement with the matching and discussion elements.

2. Realism and relatability of the scam scenarios.

3. Perceived usefulness and practicability of the skills and techniques in real life.

4. Lowered “heaviness” of the topic due to the game format, which made it easier to talk
about stigma, shame and mental health without feeling judged.

Meanwhile, participants also provided constructive feedback on areas for improvement:

1. Occasional rule confusion, like the uncertainty about scoring or turn order.
2. The use of psychological jargon.

3. Ambiguous guidance on how to demonstrate the content on approach cards.
4. Jerky transition between the game and the discussion.

Based on these comments, we have refined the rule explanation via providing demonstrations
by facilitators, redesigned the instruction booklet for participants to refer to during the game,
and simplified terminology so that key concepts are explained in everyday language. The
time allocation was adjusted by incorporating a longer instruction period. These revisions aim
to ensure smoother gameplay, clearer learning objectives and better emotional containment.

5.2 Projected Timeline

Following the finalisation of game design and workshop rundown, we are now proceeding
with participant recruitment to attend the workshop in late March and early April. Post-test
data will be collected and analysed by the end of April. In parallel, the website will be refined
and updated before 21 April. Prior to its completion, we will seek collaboration opportunities
with organisations that are interested in using the game and supporting our sustainability.

5.3 Budget Plan

Our project operates with a total budget of $5,000 HKD (see Appendix 7). To date, the
project has utilised approximately 15.3% ($766 HKD) of the total budget on producing
materials, including pilot study prints and eight physical sets of card games.

Moving forward, 60% of the funds ($3,000 HKD) are allocated towards participant research
incentives (snacks and drinks for 60 participants). Other expenses include establishing a
digital presence via a website domain and refining instructional materials. Thanks to the
university providing the research venue free of charge, the project currently maintains a
healthy buffer of $928 HKD for contingencies or additional participant recruitment.

Lastly, by maintaining $928 HKD (almost 20%) of our total budget as a reserved margin, we
have created a safety net for "sudden changes; and particularly expected to be the following:

Emergency Reprints: Replacing sets damaged during high-intensity play sessions.
Iterative Refinements: Funding a "Version 2.0" print run if research data suggests
mechanical improvements are necessary.

e Scalability: Allowing for rapid adaptation if the university or community partners
request additional sessions beyond our initial $50 person scope.
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Appendix 1: Card Visual Demonstration

Approach Card Examples

Non-symptom-specific approach card Symptom-specific approach card Additional card
(Threat-Based)
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Scenario Card Examples

A 15-point scenario card with 3 scam types A 10-point scenario card with 2 scam types
(Green = Opportunity-based scam, Blue = (Red = Threat-based scam, Blue = Phishing
Phishing scam, Yellow = Consumer purchase scam)
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Appendix 2: Table for News of Scams and Their Corresponding Scam Types

No.

News (Chinese Version Only)

Scam Types

1 = Opportunity-based scam
2 = Threat-based scam
3 = Consumer purchase scam

4 = Phishing scam
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Appendix 3: Game Instruction (Chinese Version Only)
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Appendix 4: Structured Questions in Discussion

1.

How was your general experience of the card game?

Did you find it difficult to understand the game instructions?

Did you find it difficult to process the card or play the game?

Is the game fun to you? What can be improved?

What are your initial thoughts regarding scam victims before joining the workshop?
Why did you have such ideas?

What do you feel about scam victims at this moment? Did anything in the game
change your idea about scam victims?

Do you anticipate any possible behavioural change in you after the workshop?

What is your biggest takeaway today?

Do you have any suggestions for the workshop?



Appendix 5: Attitudes Towards Rape Victim Scale (ARVS)
1. A raped woman is a less desirable woman.

2. The extent of a woman's resistance should be the major factor in determine whether a rape
has occurred.

3. A raped woman is usually an innocent victim.

4. Women often claim rape to protect their reputations.

5. "Good" girls are as likely to be raped as "bad" girls.

6. Women who have had prior sexual relationships should not complain about rape.

7. Women do not provoke rape by their appearance or behavior.

8. Intoxicated women are usually willing to have sexual relations.

9. It would do some women good to be raped.

10. Even women who feel guilty about premarital sex are not likely to falsely claim rape.
11. Most women secretly desire to be raped.

12. Any female may be raped.

13. Women who are raped while accepting rides from strangers get what they deserve.
14. Many women invent rape stories if they learn they are pregnant.

15. Men, not women, are responsible for rape.

16. A woman who goes out alone at night puts herself in a position to be raped.

17. Many women claim rape if they have consented to sexual relations but have changed their
minds afterwards.

18. Accusations of rape by bar girls, dance hostesses and prostitutes should be viewed with
suspicion.

19. A woman should not blame herself for rape.
20. A healthy woman can successfully resist a rape if she really tries.

21. Many women who report rape are lying because they are angry or want revenge on the
accused.

22. Women who wear short skirts or tight blouses are not inviting rape.

23. Women put themselves in situations in which they are likely to be sexually assaulted
because they have an unconscious wish to be raped.



24. Sexually experienced women are not damaged by rape.

25. In most cases when a woman was raped, she deserved it.



Appendix 6: Attitude Towards Scam Victims Scale (ASVS)

1. A scam victim is usually a less competent person.

2. The extent of a victim's caution and intelligence may often be the prominent factor in
determining whether a scam has occurred.

3. Individuals are likely to claim to be scammed to avoid responsibility for financial
losses.

4. Individuals who display personal and financial information online often place
themselves in a vulnerable position to be scammed.

5. Individuals who report scams may be dishonest about the situation, often when they

are angry or wish to conduct revenge towards the accused.

People do not provoke scams by their wealth or behavior.

Individuals who are scammed are often unaware of their own risky behaviors.

People who disclose personal or financial information are not inviting scams.

A SR

Financially experienced individuals are usually less vulnerable to scams.

10. Scam victims are usually innocent.

11. "Good" people are as likely to be scammed as "bad" people.

12. Even individuals who feel guilty about their financial decisions are less likely to
falsely claim a scam.

13. A victim should not blame himself/herself for being scammed.

14. Individuals should not underestimate the possibility of being scammed.

15. Scammers, not victims, are responsible for the crime.

16. Cautious individuals are more likely to successfully avoid a scam.

17. In most cases when someone was scammed, he/she deserved it.

Note: Based on the Attitudes Toward Rape Victims Scale (ARVS; Ward, 1988), we
developed and validated a 17-item multidimensional instrument (7-point Likert scale) to
measure public attitudes toward scam victims. Exploratory Factor Analysis of 61 valid
responses (KMO = .574) yielded a robust five-factor structure (cumulative variance explained
=61.569%), superior to an initial three-factor solution (44.502%). These five distinct
dimensions are:

Victim Competence & Responsibility Attribution
Destigmatisation & Empathy for Victims
Information Exposure & Scam Risk Perception
Scam Reporting Intention & Behavioural Response
Scam Experience & Guilt-victimsation Association

SNk W=



The scale showed acceptable internal consistency (Cronbach’s a = .626), though the modest
sample size warrants future replication with a larger sample and refined items

Figure 1: Descriptive Statistics

Basic Indicator Sort
tem n M. Max  Mean  SD. Median
FREETERPRAENREOA - 61 1000  7.000 3852  1.631 4.000
K . 61 1000 7.000 4607 1636 5.000
AN S fE- 61 1.000 7000 4377  1.380 4.000
TEHAE ERTAA NEEREES) . 61 1000 7.000 4803 1547 5.000
ESERERRAOA » i THRIE 61 1.000 7.000 4066 1611 4.000
re- APRBE R E NIRRT BTIBHRER 61 1000 7000 5000 1571 5.000
BROAEEEARHNASHRRITA - 61 2000 7000 4967  1.527 5.000
re- R FR{ELA RS ES AL RUAE RAEZREAR 61 1000 7000 3967 1653 4.000
BMBEBNABHTE S 2NN 61 1.000  7.000 3410  1.465 3.000
re-iFREHEEHRWEN - 61 1.000 7000 4541 1523 5.000
re- MFA) 1 MBAS —BEHHE - 61 1.000 6000 2410  1.383 2.000
re-BNfEHECH PSUES 7 THRR - 61 1.000 7000 3951  1.296 4.000
re-REETMERASRRMAEZED © 61 1000 7000 3705 1745 4.000
re- ARG HEREPTAENE - 61 1.000  7.000 1967  1.264 2.000
re-RERRE - MIFREE - TRLFTHOEEA « 61 1000 7000 2557 1628 2,000
RO BRI - 61 2000 7000 5049  1.431 5.000
ABBERT - BENARFARES - 61 1000 7000 3361  1.571 3.000

Figure 2: Reliability

Cronbach Alpha

tem Corrected item-total correlation (CITC) Alphaif tem Deleted Cronbach Alpha
FRERFESPRENRINA - 0.444 0.591
. 0527 0577
FIATERBRRECER - NERFREHRKOEE - 0.370 0.606
ERE LRTEA A S . 0.078 0.644
BEIEROA B THE 0.385 0.600
re- AMAEEABCHMELTAMBRES 0.169 0.632
BEOAEESABAIBCNRRTS - 0252 0620
re-iRER{EL A FE ARG A5 E AR A R AR - -0.146 0676

FAUBEROABRTE SR - 0.010 0.652 0.636

re-FRESEBEHIMEN o 0.354 0.606
re- T7As Fl MBAL —REBIE - 0.139 0635
re-EMEEE INESGL AT HENR - 0233 0623
re-BEETBRESREHRIZES - 0.415 0.594
re- AT RESEBIRIYPTAELE - 0.027 0.646
re-iFRE - MIFREE - TROFITHOEENA - 0.316 0611
BROABATAERIER - 0.028 0.649
KEBIERT - BEOARFHES - 0522 0.580

Note: Standardized Cronbach's a = 0.626

Figure 3: Correlation

Pearson Coefficient (Standard Format)

Mean S.D.
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Figure 4: Exploratory Factor Analysis

Valiaty sort
Loading
tem c y Variance)
Factor1 Factor2 Factor3 Factord Factors
NEEEEABSRIENREOA - 07% 0120 0280 0123 0226 0729
0697 0173 0247 0294 0030 0664
BHATRRRRESHE - B FRERIREORE - 0280 0005  -0319 0123 0570
R ERRBARNMBRAOAEE R EECHRE BREORE - 0074 -0.198 0473 0032 0558
WA . T 0133 0049 0217 0131 0612
re- A BEAE SN BRTATIBRER 0155 -0091 0089 0819 0736
BEOAGEAABRBECOBRITA - 0582 0166 0106  -0.018  -0.087 0.385
re-RTR{EA RSN S WAL O WM 0026 0110 0765 00800 023 0662
AMBEROABS TS BB - 0235 0178 0367 0579 -0315 0656
e EREEERRBREN - 0692 0082 0164 0069 0199 0557
re- TFA) 1 MRA) —REBMM - 0045 062 0151 0160 0341 0605
THM 0205 0092  -0179 0038 0667 0529
re-BEETEERARNDRIEES - 038 0385 0109 0440 0178 0507
ro- ARSI - 0029 0803 0184 0049  -0.1%4 0720
re-SERE - MALBES - A RDHTBNREN 0233 0266 0728 0029 0259 0723
HROAEA TR - 0287 0749 0230 004 0050 0701
ASHART - WAL A 0566 0128 0184 0127 0212 0552
Eigenvalus (Unrotated) 3312 2368 188 1649 1252
Explained Variance (Unrotated) 19.481% 13927% 11.095% 9701%  7.365%
Gumlative Explained Variance (Unrotated) 19.481% 33407% 44.502% 54.203% 61.569%
Eigenvalue (Rotated) 2789 2061 19 1916 1702
Explained Variance (Rotated) 16.405% 12121% 11.761% 11.268% 10014%
Cumuiative Explained Variance (Rotated) 16.405% 28.525% 40.287% 51.555% 61.569%
KMO 0574
Bartett's Test of Sphericity 208.764
o 136
p Value 0.000
Note: Blue numbers. than 0.4, while red less than 0.4,




Appendix 7: Budget Plan

I]tem

|Remaining Budget

Category Status Cost (HKD)

[nitial Pilot Study Printing Production Used $59
Printing for actual Card Game Sets Production Used $707
Website Domain and Creation Infrastructure Future $234 ($30

USD)
Refined Instruction Book Re-printing Production Future $72
Participant Incentives ($60 pax) Research Future $3,000
Total Spent & Planned $4,072

$928




	Victims exhibit trauma-typical cognitive distortions and symptoms, solidifying into chronic shame without psychoeducation which widened the victim-nonvictim gap (SCARS Psychological Trauma, n.d.). Suicidality data underscore scams' public health urgency while integrated support like counselling and peer groups can prevent escalation (Liu, 2022). 
	遊戲規則與組件說明 
	一、遊戲組件 
	1. 情境牌堆（26 張） 
	2. 應對牌堆（50 張） 
	二、遊戲設定 
	1. 洗牌與發牌 
	2. 準備回合區域 
	3. 主持人 
	三、遊戲目標與勝利條件 
	四、遊戲回合詳細流程 
	步驟 1：揭示情境卡 
	步驟 2：回合進行 
	A. 應對卡規則（需同時符合以下兩個規則） 
	B. 出牌階段 
	步驟 3：回合結束條件 
	步驟 4：回合重置 
	五、補充與爭議處理 




